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DFTAILED ACTION 

1. Claims 1-2, and 4-22 have been presented for examination. 
Claim 3 has been cancelled. 

RGSDonsG to AraumQnts 

2, Applicant's arguments filed 14 November 2006 have been fully considered but they are not 
persuasive. 

i) Following Applicants arguments and amendment the 1 12 rejections have been 
withdrawn. 

ii) Examiner notes Applicants acknowledgment of the Double Patenting rejection provided 
in the previous office action. 

iii) Applicant argues the following: 

Deivm it (ti, however, docs not teach the recited subject cannot because each \%tM 
of Dcvim it aL is only capable of monitoring a single Wl. Thus, Dmn€ tt at, docs not teach 
creating "a plurality of vuctiia] machijacs in a virtual cnviroament,. the virtual cnvironmcnf being a 
direct execution cilvironment/* exccutittg "virtual code on at least one of the plurality of virtual 
machines'* or providing "a monitot within the host environment to control ctitry to and exit 
from each of the pluralit>' of virtual machines in the direct csecurior* environment." Dti^hti H 

In addition to being in condition for allowance by dependency from claim 1, applicant 
separately highlights that Dcnnn: ti ai also tails to teach the subject rnaccer of claims 20 and 21. 
The prior act, for cicamplc» docs not teach or surest an apparanu capable of assigning "die 
victual code to any one of the plurality of virtual machines for execution'* or monitoring "the 
plurality of virnial machines for a virnialixation event/* Furthermore, the prior art does not 
teach or suggest determining ''if the virrualizarion event is an end of quota event for one of the 

|^r.ilic)^ of virrvial machines" or "iii response to an idcntificauon of the end of quota event, 
|s\vnrhingj to another one of the plurality of virtual machines/* 



iv) However, Column 1 , Lines 53-64 of the reference states: 



Application/Control Number: 10/692,946 
Art Unit: 2128 



Page 3 



Virtual machine monitors were popular at a time where 
hardware was scarce and operating systems were primitive. 
By virtualizing all the resources of the system, multiple 55 
independent operating systems could coexist on the same 
machine. For example, each user could have her own virtual 
machine running a single-user operating system » 

The research in virtual machine monitors also led to the 
design of processor architectures that were particularly 60 
suitable for virtualization. It allowed virtual machine moni- 
tors to use a technique kno\^Ti as ''direct execution/* which 
simplifies the implementation of the monitor and improves 
performance. With direct execution, the VMM sets up the 

This indicates that the VMM operates over multiple independent operating systems so 
each user can have their own virtual machine. This anticipates a VMM with multiple VM's as well as a 
direct execution environment. 

Column 1 1, Lines 34-48 of the reference also states: 

K The memory tracing mechanism implemented in the 
{deferred embodiment of the invention uses a combination 35 
of the processor's memory management unit (MMU), via 
page faults, and the ability, using either hardware or software 
(in particular, the binary-translation sub-system) to execute 
instructions one-by-one, that is, to single-step the \drtiial 
machine. The memory tracing mechanism can be imple- 40 
mented on top of the mechanism that vinualizes the physical 
address space of the virtual machine* This latter mechanism 
is present in conventional virtual machine monitors that 
support multiple virhial machines and can be implemented 
using known techniques. In the preferred of the invention, it 45 
is implemented by having the VMM manage the MMXJ 
through an address space separate from the one managed by 
the VM. 

This indicates that the Virtual Machine Monitor supports multiple Virtual Machines. See 
lines 42-45 above. 

Column 25, Lines 7-21 of the reference further states: 
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The use of multiple processors allows, for example, the 
simultaneous execution of multiple virtual machines, or the 
execution of a virtual machine with multiple virtual proces- 
sors. The virtualization of each processor is handled sepa- 
rately and independently, including the decision as to 
whether lo use direct execution or binary translation. For 
each virtual processor, the VMM will then maintain a 
separate set of global and local shadow descriptor entries. 

One minor extension needed when using the invention in 
a multi-processor environment involves the memory tracing 
mechanism, which is used, for example, by the VMM for 
segment tracking and translation cache coherency. What is 
required is some interaction between processors when traces 
are installed and when traced accesses occur This interac- 
tion between processors can be implemented using known 20 
techniques such as inter-processor interrupts (IPI's). 

This section indicates that a VMM can support multiple VM's and also that the VMM 

utilizes specific memory tracing to support multiple VM's. Applicant argues a part of this section, lines 7- 

14, however taken as a whole the VMM utilizes a single monitor with respect to at least 

memory/processor interaction when supporting multiple VM's. 

v) Please note the 112 2"^ rejections regarding newly submitted claims 21 and 22 and the 

subsequent claim interpretation and rejections provided below. 

Double Patentins 

3. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in 
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise 
extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple 
assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the 
conflicting claims are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated by, or would 
have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 
(Fed. Cir. 1998); In re Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longh 759 F.2d 
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887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In 
re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 
644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR L321(c) or 1.321(d) may be used 
to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided 
the conflicting application or patent either is shown to be commonly owned with this application, or 
claims an invention made as a result of activities undertaken within the scope of a joint research 
agreement. 

Effective January I, 1994, a registered attorney or agent of record may sign a terminal disclaimer. 
A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b). 

4. Claims 1-19 are provisionally rejected on the ground of nonstatutory obviousness-type double 
patenting as. being unpatentable over claims 1-26 of copending Application No. 10/395557. Although the 
conflicting claims are not identical, they are not patentably distinct from each other because the claims in 
the instant application are directed to a plurality of virtual machines in a direct execution environment and 
it would have been known to one of ordinary skill in the art at the time of the invention to utilize the 
invention as directed in the co-pending application in a plurality rather than singular environment. 

This is a provisional obviousness-type double patenting rejection because the conflicting claims 
have not in fact been patented. 

anim RpfPcfmns - 35 IIXC S 112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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5. Claims 21 and 22 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. 

i). Claims 21 and 22 recite the phrase "end of quota event." It is unclear what is meant by an 
end of quota event. The phrase "end of quota event" is not explicitly defined in the specification. This can 
be seen in paragraph 32 where quota is first mentioned as merely an example. The only time "end of 
quota event" is not mentioned in the context of an example is in paragraph 35, which states "block 328 
checks if the exit Event was due to the simulated processor end of quota." This does not resolve the 
indefiniteness of the phrase. Is the end of quota the end of available resources for the processor? Or 
perhaps the end of use of the processor? Or perhaps the end of code execution by the processor? The 
phrase therefore renders the claim vague and indefinite. 

Appropriate correction is required. 

All claims dependent upon a rejected base claim are rejected by virtue of their dependency. 

Claim Rejections - 35 USC S 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 
for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or 
in public use or on sale in this country, more than one year prior to the date of application for 
patent in the United States. 

6. Claims i^2 are rejected under 35 U.S.C. 102(b) as being clearly anticipated by Devine ct al. 
''Virtualization System Including a Virtual Machine Monitor for a Computer with a Segmented 
Architecture", U.S. Patent No. 6,397,242, hereafter referred to as Devine. 



Regarding Claim 1: 
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Devine discloses An article comprising a machine-accessible medium having stored thereon 

instructions that; when executed by a machine, cause the machine to: 

execute a host code in a host environment; (Column 5, Lines 12 - Column 6, Line 52. Column 

10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, 

Lines 34-48. Column 25, Lines 7-21) 

create a plurality of virtual machines in a virtual environment, the virtual environment being a 

direct execution environment; (Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. 

Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. 

Column 25, Lines 7-21) 

transfer a virtual code from the host environment to the virtual environment; (Column 5, Lines 

12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 

(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

and execute virtual code on at least one of the plurality of virtual machines; and (Column 5, 

Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 

(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

provide, a single monitor within the host environment to control entry to and exit from 
each of the plurality, of virtual machines in the direct execution environment. (Column 5, Lines 
12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7- 
8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 2: 

Devine discloses The article of claim 1, having further instructions that, when executed by the 
machine, cause the machine to: 
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execute the host code in a host operating system environment, (Column 5, Lines 12 - Column 6, 
Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53- 
64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 4: 

Devine discloses The article of claim 3, having further instructions that, when executed by the 
machine, cause the monitor to: control transfer of virtual code between the host environment and the 
virtual environment based on a virtualization event attempted by at least one of the virtual machines. 
(Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 

1- 2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 5: 

Devine discloses The article of claim 4, having further instructions that, when executed by the 
machine, cause the monitor to gain control over the virtualization event from the direct execution 
environment. (Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59, Column 24, Lines 

2- 13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 6: 

Devine discloses The article of claim 5, having further instructions that, when executed by the 
machine, cause the monitor to return execution to the direct execution environment after a virtualization 
operation. (Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2- 
13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 



Regarding Claim 7: 
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Deyine discloses The article of claim 5, having further instructions that, when executed by the 
machine, cause the monitor to pass control to a platform simulator within the host environment for 
simulation of the virtualization event. (Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51- 
59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. 
Column 25, Lines 7-21) 

Regarding Claim 8: 

Devine discloses The article of claim 4, having further instructions that, when executed by the 
machine, cause the monitor to access a list of virtualization events. (Column 5, Lines 12 - Column 6, 
Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53- 
64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 9: 

Devine discloses The article of claim 3, having further instructions that, when executed by the 
machine, cause the monitor to: in response to an exit from the direct execution environment, store state 
data; and restore the stored state data prior to entry to the direct execution environment. (Column 5, 
Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 
(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 10: 

Devine discloses The article of claim I, wherein the virtual code includes a plurality of virtual 
codes each executing on a separate one of the plurality of virtual machines. (Column 5, Lines 12 - 
Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 
1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 
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Regarding Claim 11: 

Devine discloses A method comprising: accessing simulated instruction codes in a host 
environment operating on a central processing unit (CPU) implementing Virtual Machine Extensions; 
launching a plurality of virtual machines in a virtual environment on the CPU, the virtual environment 
being a direct execution environment; virtualizing a CPU state associated with the simulated instruction 
codes; executing at least one of the simulated instruction codes on at least one of the plurality of virtual 
machines; and monitoring, via a single monitor, each of the plurality of virtual machines within the host 
environment to control entry to and exit from each of the plurality of virtual machines. (Column 5, Lines 
12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 
(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 12: 

Devine discloses The method of claim 1 1 further comprising: detecting an occurrence of a 
virtualization event in any one of the plurality of virtual machines; in response to detecting the 
virtualization event, exiting the virtual environment; and analyzing the virtualization event. (Column 5, 
Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13, Figures 1-2, and 7-8) 
(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 13.: 

Devine discloses The method of claim 12 further comprising: determining whether the 
virtualization event is a complex event; and if the virtualization event is not a complex event, virtualizing 
the simulated instruction code associated with the virtualization event, (Column 5, Lines 12 - Column 6, 
Line 52, Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53- 
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Regarding Claim 14: 

Devine discloses The method of claim 13 further comprising re-entering the virtual environment 
after the simulated instruction code associated with the virtualization event is virtualized. (Column 5, 
Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 
(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 15: 

Devine discloses The method of claim 13 further comprising: if the virtualization event is a 
complex event, de-virtualizing the CPU state; and simulating the simulated instruction code associated 
with the virtualization event. (Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. 
Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. 
Column 25, Lines 7-21) 

Regarding Claim 16: 

Devine discloses The method of claim 12, further comprising: storing the CPU state upon exiting 
the virtual environment; and restoring the stored CPU state upon re-entering the virtual environment. 
(Column 5, Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 
1-2, and 7-8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 17: 

Devine discloses A system comprising: hardware to generate and control a plurality of virtual 
machines that each are capable of executing simulated instruction code, wherein the hardware is able to 
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create an abstraction of a real machine for executing a real operating system on the computer system is 
not impeded; a direct execution environment to execute the simulated instruction codes and associated 
data as virtual codes; a plurality of virtual machines formed within the direct execution environment; and 
a host environment comprising a single monitor for controlling exit from and entry to the plurality of 
virtual machines formed within the direction execution environment. (Column 5, Lines 12 - Column 6, 
Line 52, Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53- 
64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 18: 

Devine discloses The system of claim 1 7, wherein the monitor generates the plurality of virtual 
machines and performs virtualization operations, and wherein the host environment comprises: a platform 
simulator to perform simulations of virtualization events. (Column 5, Lines 12 - Column 6, Line 52. 
Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 1, Lines 53-64. 
Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 19: 

Devine discloses The system of claim 18, wherein the monitor gains control from the direct 
execution environment whenever at least one of the plurality of virtual machines attempts to perform a 
virtualization event, and wherein the monitor switches from one of the plurality of virtual machines to 
another of the plurality of virtual machines in response to an analysis of the virtualization event, (Column 
5, Lines 12 - Column 6, Line 52, Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7- 
8) (Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 



Regarding Claim 20: 
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Devine discloses The article of claim 1, having further instructions that, when executed by the 
machine, cause the monitor to: 

assign the virtual code to any one of the plurality of virtual machines for execution; (Column 5, 
Lines 12 - Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) 
(Column 1, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) and 

monitor the plurality of virtual machines for a virtualization event, (Column 5, Lines 12 - 
Column 6, Line 52. Column 10, Lines 51-59. Column 24, Lines 2-13. Figures 1-2, and 7-8) (Column 

I, Lines 53-64. Column 11, Lines 34-48. Column 25, Lines 7-21) 

Regarding Claim 21: 

Devine discloses The article of claim 20, having further instructions that, when executed by the 
machine, cause the monitor to: 

determine if the virtualization event is an end of quota event for one of the plurality of 
virtual machines; and 

in response to an identification of the end of quota event, switch to another one of the 
plurality of virtual machines. (Claim Interpretation. An end of quota event is interpreted to be a 
situation where a virtual machine is no longer active either due to lack of resources, lack of code 
execution, or lack of use and another virtual machine can be ^Vun" in its absence. This can be seen 
in Devine in at least the MMU of the VMM which deals with memory allocation for the VM^s. The 
MMU prevents incorrect memory mapping and supports handling/switching between multiple 
VM's with respect to memory allocation/de-allocation to the multiple VM's that require it. Column 

II, Line 45 - Column 12, Line 67) 



Regarding Claim 22: 
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Devine discloses The method of claim 12, further comprising: 

determining if the virtualization event is an end of quota event for one of the plurality of 
virtual machines; and 

in response to an identification of the end of quota event, switching to another one of the 
plurality of virtual machines. (Claim Interpretation. An end of quota event is interpreted to be a 
situation where a virtual machine is no longer active either due to lack of resources, lack of code 
execution, or lack of use and another virtual machine can be "run^' in its absence. This can be seen 
in Devine in at least the MMU of the VMM which deals with memory allocation for the VM's. The 
MMU prevents incorrect memory mapping and supports handling/switching between multiple 
VM's with respect to memory allocation/de-allocation to the multiple VM's that require it. Column 
11, Line 45 - Column 12, Line 67) 

Conclusion 

7. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is 
reminded of the extension of time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing 
date of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on the date the advisory action 
is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing dale of 
the advisory action. In no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the date of this final action. 
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8. All Claims are rejected. 

9. Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Saif A. Alhija whose telephone number is (571) 272-8635. The examiner can normally be 
reached on M-F, 1 1 :00-7:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Kamini Shah can be reached on (571) 272-22792279. The fax phone number for the organization where 
this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR, Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

SAA 

January 13, 2007 



